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TrustSoT Case Study
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TrustSoT Product
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TrustSoT IMG (24 Ho|g 233}

B "TrustSoT IMG, Library?t M&% CCTV 7tH2t &

TrustSoT
4 Oo[H & HX|o| 4 Lo HHAIE ££H Y=o/t MEE| 0
G4 H0|H7 FEEI0E 8f=50| 27ts5t0, S&2| 28 EF, =X, #&80| 2282

TrustSoT
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orsst Y4 HE

TrustSoT
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esohEl A M
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TrustSoT
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Any Network
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b3 b3
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Il oo
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TrustSoT IMG (24 Ho|g 233} TrustSoT

B TrustSoT IMG "Video & Image” Follow
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TrustSoT IMG (¥4 §o|H
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TrustSoT OT/ICS (2 o A& /0| 0E &S}

TrustSoT

M "TrustSoT OT/ICS j= BFIJ(LHFEL/MEMT) S84 7171 Hofjet 2LEHZO Mgt SEet 23 &2to] glof
2t REER e ESHAZE ER 7[E OT/ICS(LH A 0f) ZOoko CHal, Zdg = = 248 2ot X & s &5t7|

=]
fIsh ClHO| A~ 215, HIO|E 2= ot 3 O|HME ZHA| S 8¢ MO 20FE B gLt

M TrustSoT QOT/ICS “Control Signal/Data” Follow
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TrustSoT OT/ICS (2 o A& /0| 0E &S}

TrustSoT

B Gateway ¥ Module &8 7|s

TrustSoT Slave Agent TrustSoT Gateway
=237 2F HIOIE &M (Proxy)
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Security Camera (TrustsoT IMG & &)

TrustSoT

g Aref g5 ALk
IB-175W
=X Y0 X EH A5z HY Lo
2 IEEE802.11b/g/n SHY &R 7 @R A2l sm) = | [White Light]
3.6mm/90° A|OFZt HI=
S OAF =24 2=
oeoe =5 HDI60P == (Option : 2.8mm/120°)
eI H.264 =8 A& HE Y 58 s+ 7ls
ADIEE Android, iOS AH| M= < 5W
(ON
PC Windows b LED 25pcs IB-175Y
T [Warm Light]
. 4pcs
Sk ~ X Q| Ad -
-Io D'”EE' 2 64GB micro SD —|9| (il (Night vision 8~10m) //’,
Back Up Mobile, PC 7 E27/E26/B22
RLESS by 1.3mega pixel s 280g
e SE YA, 28], HAX], =F Atgetd -20°C ~ 50°C ® 5
e ECE
I
J;L 186mm l 1 165mm
SESIPNFd} %24/ 64G micro SD AMEHE AC 100~250V b ;:--"l -
/ A "V‘-
g i
¢ 240 Y= Col HE JHA 74 HEIALC Ol - -
X%'FIL—H_X'”EEH (=] J—I'oo'”klﬁo OE_I_E g = 72mm = 72mm
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Security Camera (TrustsoT IMG & &)

TrustSoT

ne

W 2 50]: TrustSoT Library O|&-& Camera "CAM1(BV0194B)"2| A4t 2ol 7Hs

TrustSoT Security Camera “CAM2(JPO0002B)" 2t “CAM3(JPO0003B)" 2| At FAM 20l
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Security Camera (TrustsoT IMG & &)

M TrustSoT IMG o=t X2| 5 dAF 2t

SoT AR MHEEARIIESEER (SoTxaldssterzn)

F5HO~LZ3HSoT G/W Z7)LOCAL 247 FHE~HIg = sh(7Iul2t X341 23)LOCAL ¢
REO~BES{E(SoT G/WEEH)- D—-HILIEEE AEQ~BES(ERUNASEE) - D-DIVIEER

%9 (R19) £ (%19)

15:50:53.277 15:50:52.119  00:00:01.158 15:58:01.560  15:58:00.387  00:00:01.173
15:51:54.529 15:51:53.355  00:00:01.174 15:59:01.930  15:59:00.764  00:00:01.166
15:52:55.836  15:52:54.685  00:00:01.151 00:00:01.172 16:00:03.291  16:00:02.132  00:00:01.159 00:00:01.166
15:53:58,118  15:53:56.944  00:00:01.174 16:01:09.404  16:01:08.238  00:00:01.166
15:54:59.808 15:54:58.604  00:00:01.204 16:02:05.961 16:02:04.795  00:00:01.166

A BRHASHRORS(E, ESNECSFHE: 63U | armzsixie xe: emse

[AD)5HE~LZ3HSoT G/W ZR)INTERNET 242 [A)S5Ee~uIg 2 sH7iol2] 57 247 INTERNET 12
[EZVAEG~IES{L(SoT G/WEEH)- 129 -Fy MEH [BEBIUEQ~ESILRUMASEIE) 1 >5-FyMEA

[___eantl ___wEl_____ssl 5 (%) |

15:45:21.934 15:45:20.733  00:00:01.201 16:03:52.539 16:03:51.258 00:00:01.281

15:46:23.730 15:46:22.523  00:00:01.207 16:04:55.657 16:04:53.992 00:00:01.665

15:47:22.212  15:47:20.993  00:00:01.219 00:00:01.222 16:06:02.528  16:06:00.090  00:00:02.438 00:00:01.640
15:48:22.852 15:48:21.586  00:00:01.266 16:07:00.273 16:06:58.852 00:00:01.421

15:49:24.069 15:49:22.852 00:00:01.217 16:08:04.168 16:08:02.773 00:00:01.395
<HREBRUMWE>

+ SoTiEd (BES{L/1ESR) LhXSHEIERMCERIMEBERRIZINTEY.
« BBEBRICTIVIECTUVSMIE, Ry~ —-IDREELEHASOBIKEAEYIRCHEMTFL TLS R REIEN DS,
» A29-2yMEHTORERISMIBICLIERY M- EEQBRENDKENS1h, RIEMIFEOSEETLI S,

(Znt oz Ay
- SoT ZR(et2 35 5 31 x{2))9t 7z} =7 eizdntol tololx] 2feist xlod dgte 2ol # = Qis
- HE Znto] 0|7t LMisHs T2, HET o FE T stulelel Q4 T xi2lof ol xole JHs Mol U
- QIEUE ST S HIEDIT K| 247157k E|ojok 51 7| miZofl, AKX AHE Alofli= F i stodof &

<EREBZRMEE>

TrustSoT

h)ViE#E

0:01.158
0:01.174
0:01.151
0:01.174
0:01.204

00:00:01.172

REQ~IESERU(NASERE) - O-hIVER

£9 (719)

15:58:01.560
15:59:01.930
16:00:03.291
16:01:09.404
16:02:05.961

15:58:00.387
15:59:00.764
16:00:02.132
16:01:08.238
16:02:04.795

00:00:01.173
00:00:01.166
00:00:01.159
00:00:01.166
00:00:01.166

ERDASHUKOIESL /ESNEBICLZBE : 6SUW

- A>H—FyMEM

0:01.201
0:01.207
0:01.219
0:01.266
0:01.217

00:0

:01.222

[EZBTAED~IESERUASER) 1 >5—Ry MER

%9 (713)

16:03:52.539
16:04:55.657
16:06:02.528
16:07:00.273
16:08:04.168

+ SoTHRH (BES{L/BSIUR) LhXSEIEMBCERRMEERESRMTET,
« BUSHERCIVNIECTOBmIE v hI—I0REEUEDASOBUKEISMIRICHATFL TLBEIREIEN 95,
o A2H-Ry MEHTORIERESRIFHCLZ Ry N - EEOERNMNKEN 31z, REAKFOSEFTLS S,

SRR SR . S R e R L L IR

16:03:51.258
16:04:53.992
16:06:00.090
16:06:58.852
16:08:02.773

00:00:01.281
00:00:01.665
00:00:02.438
00:00:01.421
00:00:01.395

00:00:01.166

00:00:01.640
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Security LTE Louter (TrustSoT CORE & &)

W H/W
CPU
Memory
Flash Memory
LAN
WAN
Wi-Fi
3G/LTE Dual Mode
LTE Antenna
Status LED
USB 2.0
Console
Surge Protection
ESD Protection
Operating Temperature
Operating Humidity
Input Voltage/Current
Power Consumption
Dimension

Weight

TrustSoT

Indoor Type with PSE
ARM Cortext-A8 AM3352 (600MHz)
512Mbyte
eMMC 4Gbyte
1 x 10/100 Base-T With 35W PSE
1 x 10/100 Base-T
IEEE802.11 a/b/g/n 2.4G/5G Dual Band
M.2 Con. Support
2dBi, 1T1R Dipole Antenna
1-LTE, 1-LAN, 1-WAN, 1-PWR, 1-WIFI
Host port 1
RS-232 Lite
10/700ps / 400W
Contact : £8KV, Air : £15KV
-40 ~ 85°C
10 ~ 90%
DC 24V / 2.5A max Adaptor
<10W (35W / PSE 1port)
144mmx125mmx32mm

< 3809 (< 430g in case PSE)

Remark

RX,TX,GND

Non-condensing

H S/W

VPN

Firewall

Network

IPv6

Management

38—

PanStar
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characteristics
Multi and Bonding Tunnel
Split Tunneling
IPsec, IKE Version 1,2

Transport / Tunnel Mode

Crypto Algorithms(3DES, AES123/192/256)
Authentication Algorithms(MD5,SHA1,SHA2)

Dead Peer Detection
NAT Traversal
Stateful packet Inspection
Tuples direction/Type
Static, Dynamic NAT
Exclude, Double NAT
Route Mode/ Multipath route
Policy based routing
QoS / DHCP Server, Relay
DDNS/ LLDP
IPv6 Routing/Firewall/lpsec
6 to 4, ISATAP
SNMP v1/2/3
CLI, Web Ul
Syslog

System Firmware update function

S soTisT



Security LTE Louter (TrustSoT CORE & &) TrustSoT
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Security LTE Louter (TrustSoT CORE & &)

TrustSoT
B T E DeviceO| M M E|= DataZ "TrustSoT LTE Router"E E8l LTE ME A,
55U S ESIHLt Cloud MH|AE MESIEEHE Datal| E=23t & 3 E20| 7t 8L Ct.
Data Sender Data Receiver
L I|1X|7/35YL
LTE (@) LTE
(]
_ 1 ( ) D ( ) One-to-One
Local N/W X I I Local N/W -
ooo—- B >
QM/RN HS TrustSoT ([T]1]0D l cuopmz
Library

Library

TrustSoT
n/%ggl' ot Library

sPpAdal
. |
0

-
4/52% —— Cloud Server
=3} O|o|E
Satec 29
35Y
TrustSoT
Library
I e
I e
Il oo rAIX /A =
- o HEA AlX} ol =q]
TrustSoT :_:EI'/T:T_I' =o eel
CORE - Y2323} 7| )
OSBRSS E 2R TrustSoT Library &8 LC|HIO|A
Data = & 533}
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TrustSoT

Security LTE Louter (TrustSoT CORE & &)
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SCADA/PLC Demo Sys. (TrustSoT OT/ICS X £)

TrustSoT

M TrustSoT SCADA/PLC Demo System S/W-d

O B H| O] 2

17| % A

Linux
Kernel 3.X O| 4
Ubuntu 18.04, CentOS 7.6
C/C++, Python 3.X, Shell script
GCC 7.1 O]
el 7iE =+ X2
Postgressql 11 O] 4

KA A2 2 Docker

M TrustSoT SCADA/PLC Demo System H/WT

T2
CPU
CPU architecture
Memory
SSD

N/W card

Power Supply
Interface Port
User

42
4P PanStarEnterprise

E| A AP
4Core
Intel x86_64
8GB
256GB

Ethernet 1Gbps
271 Of &

2EA
USB 3.0
less than 1,000

2021 © PanstarEnterprise & Sotist All rights reserved

less than 5,000

Windows
7 0%
Windows 7, Windows 10
C/C++, Python 3.X, C#
NET 4.0 O &
Visual studio 2017 0|2}
Postgresqgl 11 O 4

KA A2 2 Docker

YA E ALY
8Core 8Core
Intel x86_64 Intel Xeon
16GB 32GB
1TB 1TB x 4EA(RAID)
Ethernet 1Gbps Ethernet 1Gbps
271 Of & 271 Of &
2EA 2EA
USB 3.0 USB 3.0

less than 10,000
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SCADA/PLC Demo Sys. (TrustSoT OT/ICS & 2)

B TrustSoT SCADA/PLC Demo System

43
JD PanStarEnterprise

CPU Siemens PLC 315-2 PN/DP
DI Siemens PLC 321 (32Points)
DO Siemens PLC 322 (32Points)
DIN Rail Siemens DIN Rail for CPU 3xx
Power Weidmuller 100~240V AC
Button 24V DC Input Push Button
Lamp 24V DC Output Lamp
X Sofrware

Siemens Operation, Engineering and
TrustSoT encrypt communication library
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TrustSoT

Supply Performance
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